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IIUCBMO
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O HAITPABJIEHUU HH®OPMAIIUU

JlemapTaMeHT rocylapCTBEHHOM MOJUTUKHU B cdepe obmiero oOpasoBanus MunoOpHayku Poccun
HaIpaBJIsIeT JUIsl CBeIeHUs paspabotanHbie Bpemennoit xomuccuenn Coera denepanuu 1mo pa3BUTHIO
MH(OPMALIMOHHOIO O0OIIEeCTBA METOJMYECKHE PEKOMEHJALMU O pa3MElIeHUH Ha HUH(QOPMaIMOHHBIX
CTEH/IaX, oduIMaNTbEHBIX WHTEpPHET-CcalTax " TIpYrux WH(POPMAIIMOHHBIX pecypcax
o011eo0pa3oBaTeNbHbIX OPraHU3aluil U OPraHOB, OCYILECTBISIOUIUX yIpaBieHue B chepe oOpazoBaHus,
nH(popMauu 0 6€30TacCHOM MOBEJICHUH U UCTIONB30BaHuM cetu "MHTepHeT".

Hupekrop [lenapramenra
A.E.IIETPOB

Ipuiaoxenne N 2

HHOPOPMAINMUOHHAS ITAMATKA
JJISA OBYYAIOIUXCA J151 PASMEIEHUSA
HA O®OUIIUAJIBHBIX UHTEPHET-PECYPCAX

C xaxabIM TOJOM MOJIOJIEKH B MHTEPHETE CTAHOBUTHCS OOJIbILE, a HIKOJBbHUKH OJHU U3 CaMbIX
aKTHBHBIX THOJIb30BaTenel PyHera. Mexay TeMm, NMOMHMO OTPOMHOIO KOJIMYECTBA BO3MOXKHOCTEW,
MHTEPHET HeceT U MpoOiieMbl. DTa MaMATKa JOJDKHA TIOMOYb Tebe 0e3011acCHO HaXOAUTHCS B CETH.

KomnbiotepHbie BUpPYychI

KoMmnbloTepHblii BUpPYC - 3TO pPa3HOBUAHOCTb KOMIIBIOTEPHBIX MPOrpPaMM, OTIMYUTEIbHON
0COOEHHOCTBIO KOTOPOH SIBJIIETCSL CHOCOOHOCTh K Pa3MHOKEHUI0. B fonosiHeHne K 3ToMy, BUPYChl MOTYT
MOBPEIUTh WIM IMOJHOCTHIO YHUUYTOXKUTh BCE (Daiiyibl U JTaHHBIE, MOJKOHTPOJIbHBIE MOJB30BATEN0, OT
MMEHHU KOTOpOro ObLIa 3alylleHa 3apa’keHHas MporpaMMa, a TakKe MOBPEAUTh WU Jake YHUUYTOKUTh
ONEpPAlMOHHYIO CHUCTEMY CO BceMHu (ailiiaMu B 1esioM. B GOJbIIMHCTBE CllydaeB paclpOCTPaHSIIOTCS
BHUPYCHI U€pPE3 UHTEPHET.

MeTo/1pl 3a1IUTHI OT BPEJOHOCHBIX MPOTPaMM:

1. Mcnonp3yii COBPEMEHHBIE ONEPAIMOHHBIE CUCTEMbI, UMEIOIINE CEPbE3HbI YPOBEHb 3ALUTHI OT
BpPEJOHOCHBIX POTpamMM;

2. llocrossHHo ycraHaBiauBail mnautu (QUGpPOBBIE 3alIaTKH, KOTOPbIE aBTOMATUYECKH
YCTaHABIIMBAIOTCS C IEJbI0 JOPa0OTKH MPOrpaMMbl) M Jpyrue OOHOBIIEHHS CBOEH OIEpallMOHHON
cucrembl. CkauuBail UX TOJIbKO ¢ ounuanbHOoro caita paspadborunka OC. Ecnu cymiecTByeT pexum
aBTOMAaTUYECKOT0 OOHOBJICHHUS, BKIIIOUYH €T0;

3. Pabotaii Ha cBOeM KOMIBIOTEPE IOJ MpaBaMH I0JIb30BATENS, a HE aJMUHHCTpaTopa. DTO HE
MO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOTrpaMM MHCTAUNIMPOBATHCSA HA TBOEM IEPCOHAIBHOM
KOMIIBIOTEPE;

4. Vcnonp3yih aHTUBHPYCHBIE MPOrpPaMMHBIE MPOAYKTbl M3BECTHBIX IPOU3BOJUTENEH, C
aBTOMAaTHYECKUM OOHOBIIEHHEM 0a3;

5. Orpannyb GU3NYECKHUI T0CTYN K KOMIBIOTEPY AJIsi IOCTOPOHHUX JIMII;

6. Mcnonb3yil BHENTHUE HOCUTENN MH(OPMALIUY, TAKUE KaK (uienika, JUCK Win (ailil U3 HHTEpHETa,
TOJIBKO U3 MPOBEPEHHBIX HICTOYHUKOB;

7. He otkpbiBail KoMmbloTepHbIE (Daiiibl, MOJyYEHHbIE U3 HEHAJEKHBIX HCTOYHHKOB. [laxke Te
(aiinbl, KOTOpbIE IpUCTIAN TBOM 3HAKOMBIN. JlyuIie yTouHu y Hero, OTIpaBJIsul JIM OH Te0e UX.



Ceru WI-FI

Wi-Fi - 3T0 He BUj nepeadn JTaHHBIX, HE TEXHOJIOTHS, a BCEro JUIIb OpeHn, mapka. Eme B 1991
rojly HUJAepJiaHjcKas komnaHus 3apeructpupoBaia Oopena "WECA", uro 0603Hauano cloBOCOYETaHUE
"Wireless Fidelity", koTopblii nepeBoauTcs Kak "O0ecrpoBOgHAsI TOUHOCTD'.

Jlo Haiero BpeMeHu Joluia apyras abOpeBuaTypa, KOTopas SBJSETCS TaKOM ke TEXHOJIOTHeH. ITo
ab0peBuarypa "Wi-Fi". Takoe HazBaHue ObUIO JaHO C HAMEKOM Ha CTAaHIAPT BBICIICH 3BYKOBOW TEXHUKH
Hi-Fi, uro B nepeBoje o3HavyaeT "BbICOKas TOUHOCTD'.

Ha, OecruiaTHblii HMHTEpHET-IOCTYn B Kade, OTeNsIX U a’ponopTrax SBISETCS OTIMYHON
BO3MO’KHOCTBIO BBIXO/Ia B MHTepHET. HO MHOTHE SKCIIepTHI CUUTAIOT, 4yTo odmenoctymabie Wi-Fi cetn He
SIBJISIIOTCS O€30TTaCHBIMH.

CoBeTsl 110 6€30MmacHOCTH PadOTHI B 00MIEOCTYITHBIX ceTssXx Wi-fi:

1. He mepenaBaii cBoro nuuHyto nHpopmanmio uepe3 odmenocrynasie Wi-Fi cetn. PaboTas B HuX,
JKeJlaTeIbHO HE BBOAMUTH MAPOJIH JIOCTYIIA, JOTUHBI U KaKHE-TO HOMEpPA;

2. Hcnonw3yiti U OOHOBIANH aHTUBUPYCHBbIE IporpaMmbl U Opanamayep. TeM caMbIM Tbl
obe3omacuirb ceds OT 3aKa4YKH BUPyca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonwzoBanuu Wi-Fi otkmoun ¢yHknuoo "OOmmii moctyn k ¢daiimaMm u npuHTepaM'.
JanHast ¢GyHKUMS 3aKpbiTa MO YMOJYaHMIO, OJHAKO HEKOTOPbIE I0JIb30BATEIN AKTUBUPYIOT €€ IS
ya100CTBa UCTIOJIb30BaHUs B paboTe Ui y4eoe;

4. He ucnonb3yit nyonuunsii WI-FI nns nepenauu JWYHBIX JaHHBIX, HapUMep AJIs BbIXOJA B
COLIMAIBHBIC CETH WM B 3JICKTPOHHYIO ITOYTY;

5. Ucnonw3yit Tosbko 3amminenHoe coeaunenue udepe3 HTTPS, a me HTTP, T.e. mpu nHaGope
BeO-aapeca BBoaM uMeHHO "https://";

6. B moOunsHoM Tenedone otkimtoun ¢yakuuio "llonkmouenune k Wi-Fi aBromarnuecku". He
JIOIIyCKall aBTOMAaTUYECKOro MOJKI0YeHHsI yeTpoiicTBa Kk ceTsim Wi-Fi 6e3 TBoero cornacus.

CounajnHblie ceTH

ConuanbHble CETH AKTUBHO BXOJAAT B HAlly JKW3Hb, MHOTHE JIIOAUW DPAaOOTAIOT U KUBYT Tam
MIOCTOSIHHO, a B Facebook yxe 3apernctpupoBan MUJUIMAP/ YEJIOBEK, UTO SIBJSETCS OJHOM ceabMOM Bcex
KuUTelel IIaHeTbl. MHOrue Mosb30BaTeNd HE IMOHUMAIOT, YTO HH(OpMalus, pa3MmelleHHas HMHU B
COLIMANIBHBIX CETAX, MOXKET ObITh Hai/leHa U UCIOJIb30BaHA KEM YIOJHO, B TOM 4HCJE HE 005A3aTeIbHO C
OnaruMu HaMepeHUsIMHU.

OcCHOBHBIE COBETHI 0 OE30MMACHOCTH B COI[UAJIbHBIX CETSIX:

1. Orpanuub cnucok Jpy3ed. Y TeOs B ApYy3bsiX HE JOJKHO OBbITh CIy4alHBIX M HE3HAKOMBIX
JTIIOIEH

2. 3amumiail cBOl uacTHYK kH3Hb. He ykaspiBail maposu, TenedoHsbl, aapeca, JaTy TBOETro
POXKJEHUS M JAPYryl JIM4YHY0 UHGOpMalUo0. 3JI0YMBIIUIEHHUKA MOTYT HCIIOJIb30BaTh Jaxke
HMH(}OpPMALIHIO O TOM, KaK Thl U TBOU POJAUTENH IJIAHUPYETE IPOBECTU KAHUKYIIBI;

3. 3amuiai cBOIO penmyTaluio - IEP>KH €€ B YUCTOTE M 3a/1aBail ceOe BOMPOC: XOTEI ObI ThI, YTOOBI
Jpyrue MoJib30BaTeId BUJENH, 4TO Thl 3arpyxaeub? [logymail, mpexzae 4eMm 4YTO-TO OIyOJIMKOBATh,
HamucaTh 1 3arpy3HTh;

4. Ecnu Thl rOBOPHUIIB C JIFOJbMHU, KOTOPBIX HE 3HACIIb, HE UCII0JIb3YH CBOE peabHOE UMS U JAPYT'YIO
JUYHYI0 UH(GOPMALIUU: UMSI, MECTO )KMTEJIbCTBA, MECTO Y4eObl U MpOyYee;

5. N36erait pazmemenust potorpaduii B UuTepHete, r11e Thl H300pakeH Ha MECTHOCTH, IO KOTOPOI
MO>KHO OIPEAETUTH TBOE MECTOTOI0KEHHE;

6. IIpu peructpauuu B COIMAIBHOIN CETH HEOOXOIMMO UCIOJb30BATh CI0XKHbBIE AP0, COCTOSIINE
13 OyKB ¥ 1IUQP U C KOJIMYECTBOM 3HAKOB HE MEHee &;

7. dng conmanbHOM ceTu, MOYTHl U JIPYrHMX CailToB HEOOXOJAWMO HCIIOJNb30BAaTh Pa3HbIE MAPOJIM.
Torpa ecnu Te0s1 B3IOMAOT, TO 3JI0YMBIIIEHHUKH TOJy4aT JOCTYI TOJIBKO K OTHOMY MECTY, a HE BO BCE

cpasy.
DJIeKTPOHHbBbIE IeHbTH

DJNEeKTPOHHBIE JEHbIU - 3TO OYEHb YIOOHBIN CIIOCOO MIIaTeXeH, OJHAKO CYLECTBYIOT MOIIECHHUKH,
KOTOPBIE XOTSAT IOJTYYUTh ITH JICHBIH.



DNEeKTPOHHBIE JAEHBI'M NOSIBUINCH COBCEM HEAABHO M UIMEHHO M3-3a 3TOTO BO MHOTHX FOCYAapCTBaX
710 CHX IOP HE MPOIKUCAHO PO HUX B 3aKOHAX.

B Poccun e oHM (QYHKIMOHUPYIOT U O HHMX YK€ MPONHCAHO B 3aKOHE, TJIe UX pa3lesdioT Ha
HECKOJIbKO BHUJIOB - AHOHUMHbBIE 1 HE aHOHUMHbIE. Pa3Huia B TOM, 4YT0O aHOHUMHBIE - 3TO T€, B KOTOPBIX
paspeimiaercss MPOBOIUTH omepanuu 0e3 uAeHTU(UKAIMKM TOJb30BaTeNs, a B HEAHOHUMHBIX
UJeHTU(DUKAIMS TT0IH30BATEIIS SABIACTCS 00sS3aTeILHOM.

Taxxke crnenyer pa3nnyarh 3J1€KTPOHHbIE (PUATHBIE JEHBIU (PaBHBI TOCYAAPCTBEHHBIM BAJIIOTaM) U
3JIEKTPOHHBIE HE(UATHBIE JEHBIU (HE PaBHBI TOCYIaPCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI 110 O€30MaCHOI paboTe C 3JEKTPOHHBIMU JI€HbI'AMU:

1. IlpuBsiku K cueTy MOOWIIbHBIN TenedoH. ITo caMblil yJOOHBIN U OBICTPBIN CIIOCOO BOCCTAaHOBUTH
noctyn K cyery. IlpuBsizanHbiii TeneoH MOMOXKET, eciau 3a0yAemib CBOW IUIATEKHBIA MapOib WU
3aiJIenIb Ha CAalT C HE3HAKOMOT'0 YCTPOMCTBA;

2. Ucnonw3yii omHopa3oBeie napou. [locie mepexona Ha YyCHIIGHHYIO aBTOPHU3AILIUI0 TeOE yKe He
OyZeT yrpokath OMacHOCTb KPa)Ku WM NepexBaTa IJIaTeKHOIro HapoJis;

3. BriGepu cnoxubiii mapoisib. [IpectynHukam OyneT HE HpPOCTO YraaaTh CIOXHBIM IapoJb.
Hanexubie maposu - 3To mapoim, KOTOPBIE COAEpKaT He MEHEe 8§ 3HAKOB M BKIIIOUAIOT B CEOSI CTPOUYHBIC U
MIPOMHUCHBIE OYKBBI, (PPl 1 HECKOJIHKO CUMBOJIOB, TAKHE KaK 3HAK Jo0Ji1apa, (yHTa, BOCKIMIIATEIbHBIN
3uak u 1.11. Hanpumep, $tROng!;;

4. He BBOM CBOM JIMUHBIE JaHHBIE HA CaliTax, KOTOPHIM HE JIOBEPSECIIb.

DJIeKTPOHHAS MOYTA

DNeKTpOHHAas IOYTa - 3TO TEXHOJOTUS M MPEAOCTaBIsEMble €0 YCIYyrd IO IEPEChUIKE U
MIOJIYYEHHUIO 3JIEKTPOHHBIX COOOIIEHHH, KOTOpbIE pPACHpPENesoTCsS B KOMIBbIOTEPHON ceTH. OOBIUHO
AJIEKTPOHHBIA TOYTOBBIM SIIMK BBIVIAIUT CIEAYIOIMIMM 00pa3oM: HMS MOJIb30BaTENA(@HUMS_JTOMEHA.
Takke KpoMe nepeauu MpocToro TEKCTa, UMEETCs] BO3MOKHOCTbD IepeIaBaTh (Paiibl.

OcCHOBHBIE COBETHI 110 OE30TIACHOM pabOTE C MEKTPOHHOM MOUYTOM:

1. Hago BbIOpaTh mpaBWIIbHBIN IOYTOBBIM cepBUC. B uHTepHETE €cTb OrPOMHBIM BBIOOD
OecIJIaTHBIX MTOYTOBBIX CEPBUCOB, OJIHAKO JIy4Ile JOBEPATH TEM, KOI'O 3HAEUIb U KTO NEPBbIN B PEUTHHTE;

2. He yxka3piBalli B JMYHON 1moure JiM4yHyl0 uHpopMauuto. Hanpumep, iyuiie BbIOpaTh
"My3bIKasbHbIN _paHaT@" wiu "pok2013" BmecTo "Temal3";

3. HWcnonb3yid ABYXATamHYIO aBTOPHU3AIMIO. DTO KOTJA MOMHUMO MAapoJisi HY)KHO BBOJHUTH KO/,
npucbuiaeMbiit o SMS;

4. BpiOepu ClOXHBIN Taposib. (s KakJ0TO MOYTOBOTO SIIIUKA JODKEH OBITh CBOM HAIC)KHBIM,
YCTOMYHMBBIN K B3JIOMY I1apOJIb;

5. Ecimm ecTh BO3MOKHOCTh HAalIMCaTh CAMOMY CBOM JIMYHBIM BOIPOC, UCHOJIB3YH 3Ty BO3MOKHOCTB;

6. Wcnonb3yii HECKOJIBKO MOYTOBBIX SIIMKOB. IlepBbIit [UIsi 4acTHOM Nepemnucku ¢ ajapecaramu,
KOTOPBIM ThI JOBEpsiEllb. DTO IEKTPOHHBIN a/pec HE HAJI0 UCIIOJIb30BaTh IPU PETUCTpalluu Ha popyMax
U caMTax;

7. He oTkpeiBait (hailsibl U Ipyrue BIOKEHUS B TUChMaXx, JaKe €CJIM OHH MPHIILIIN OT TBOUX APY3EH.
Jlyuiie yToyHM y HUX, OTIPABIISUIN JIU OHU TeOe 3Tu (ailibl;

8. [locnie okoHuaHUs PabOTHI HA IOYTOBOM CEPBHCE MEPEJ] 3aKPHITUEM BKJIAJKH C CAUTOM HE 3a0ynb
HaxaTh Ha "BeritTu".

Ku0epOy/uIMHI WK BUPTyajibHOE U31€BATEIbCTBO

KubepOynnuar - mpecnemnoBaHue COOOIMIEHUSMHU, COJEPXKAIMUMH OCKOPOJICHUS, arpeccuio,
3alyruBaHue; XyJIUTraHCTBO; COLIMATIbHOE OOMKOTUPOBAHKE C IIOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 10 OOPHOE ¢ KNOEPOYIUTMHIOM:

1. He Gpocaiics B 60ii. Jlydmmii crioco6: MOCOBETOBATHCS Kak ceOst BECTH M, €CJIM HET TOTO, K KOMY
MOXXHO OOpaTuThCS, TO BHayale YCHOKOUThCSA. Eciy Thl HauyHemb OTBEYaTh OCKOPOJEHHSMHM Ha
OCKOPOJIEHUS, TO TOJBKO €IIe OOIBIIE PA30KKEITh KOH(DIUKT;

2. Ypasisiii cBoelt kubeppenyraiuei;

3. AHOHUMHOCTb B ceTd MHHMas. CylllecTBYIOT CIOCOOBI BBIICHUTH, KTO CTOUT 32 aHOHMMHBIM
aKKayHTOM;

4. He crtout BecTH XyJaUTaHCKHM 00pa3 BUpTyaldbHOW *H3HU. VIHTEepHET (pukcupyeTr Bce TBOU
NEUCTBUS U COXpaHseT UX. Y NaIUTh UX OyleT KpailHe 3aTpyIHUTEIbHO;

5. Cobmrofiaii CBOXO BUPTYAIBHYIO Y€CTh CMOJIOY;



6. UWrHopupyil eauHuuHbIii HeratuB. OJHOpPa30Bble OCKOPOUTENbHBIE COOOIICHUS JIyYllle
urHopupoBaTh. OObIUHO arpeccus MpeKpaliaeTcss Ha Ha4yaJlbHOM CTaIuu;

7. ban arpeccopa. B mporpammax o6MeHa MrHOBEHHBIMH COOOIICHUSIMHU, B COIIMAIBHBIX CETAX €CTh
BO3MOYHOCTb OJIOKHPOBKH OTIPABKU COOOIIEHUN C ONPEIEIIEHHBIX aIpECOB;

8. Ecnu 11 cBuaerens kubepOysminHra. TBou AOeHCTBUS: BBICTYNUTh IPOTUB IpecieOBATENs,
[0Ka3aTb €My, YTO €ro JEeHCTBUS OLEHUBAIOTCS HETraTUBHO, MOJJEpPXKaTh KEPTBY, KOTOPOH HYXKHa
MICUXO0JIOTMYECKast IIOMOILb, COOOLIUTE B3POCIBIM O (PAKTE arpecCUBHOIO MOBEACHUS B CETH.

MooOuibHbIi Tej1e)OH

CoBpemeHHble cMapT(OHBI M IUIAHLIETH COJEp)KaT B ceOe BIIOJIHE B3pOCHbId (DYHKIIMOHAT, U
Tenepb OHW MOTYT KOHKYPUPOBATh CO CTallMOHApHBIMU KOMIbloTepamu. OJIHAKO, CPEACTB 3aUTHI JJIs
MOJ00OHBIX YCTPONCTB MOKA OUY€Hb Majo. TecTUpoBaHUE U NMOUCK YA3BUMOCTEN B HUX IIPOUCXOIUT HE TaK
nHTeHCUBHO, Kak 17s 1K, To ke camoe kacaercs 1 MOOUIIbHBIX MPUITOKEHUH.

CoBpemeHHbIE MOOUIIBHBIE Opay3epbl YK€ NPAaKTHUECKH JIOTHAJIM HACTOJbHBIE AaHAJOTH, OJIHAKO
pacmuperue GyHKIIMOHaAIA BICYET 3a CO00# OOBIIYIO CJI0KHOCTh U MEHBIITYIO 3aIIUIIEHHOCTb.

Jlaneko He Bce MPOU3BOJUTENN BBIITYCKAIOT OOHOBJICHMUS, 3aKPBIBAIOIINE KPUTUUECKUE YSI3BUMOCTH
JUIsL CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI 7151 0€30TTaCHOCTH MOOMJILHOTO TesieoHa:

Huyero He sBisieTcst no-HacrosiniemMy oecriaaTHbIM. byib ocToposkeH, Belib Korjaa Tede npeiarator
OecrIaTHBI KOHTEHT, B HEM MOTYT ObITh CKPBIThI KAKHUE-TO IIaTHBIE YCIYTH;

Hymaii, npexjae yem otnpaButb SMS, ¢oto umm Bujgeo. Thl TOUuHO 3Haeulb, Iie OHU OyAyT B
KOHEYHOM uTore?

Heo06x01uM0 0OHOBIIATE ONEPALIMOHHYIO CUCTEMY TBOETO cMapT(oHa;

Wcnonb3yit aHTUBUPYCHBIE TPOIPAMMBI /1711 MOOMIIBHBIX TEIE(POHOB;

He 3arpy»xail npuiioxeHusi OT HEM3BECTHOIO UCTOYHUKA, BEb OHU MOTYT COJAEpkKaTh BPEIOHOCHOE
IIPOrpaMMHOE O00OECIeueHuE;

[locne Toro kxak Thl BbIiiielIb C caidTa, rJe BBOJAWI JUYHYIO MH(OPMALUIO, 3aiilu B HACTPOUKHU
Opaysepa u ynanu cookies;

[lepuoauuecku npoBepsiif, Kakue IJIaTHbIE YCIYTH aKTUBUPOBAaHbI HA TBOEM HOMEPE;

JlaBaii cBoil HOMEp MOOUJIBHOTO TeJAe(pOHA TOJIBKO JIIOASM, KOTOPBIX Thl 3HAClIb U KOMY
JIOBEpSEIIb;

Bluetooth nomxen ObITh BBIKIIIOUEH, KOT/Ia Thl UM HE MoJIb3yelibcsi. He 3a0bIBail MHOTIa TPOBEPATH
3TO.

Online urpsi

CoBpeMeHHbIE OHJIAH-UTPBl - 3TO KPACOUHbIE, 3aXBATHIBAIOLIUE pa3BJICUEHUS, OObEIUHSIONINE
COTHHU ThICSY YeJIOBEK M0 BceMy MHpY. Urpoku uccnenyroT JaHHbIH UM MUD, OOIIAIOTCS JPYT C APYroM,
BBINIOJIHSAIOT 3aJlaHUs, CPAXKAIOTCS C MOHCTpAaMHU M TOJY4arOT OMbIT. 3a yIOBOJIbCTBHE OHHM IUIATAT:
MOKYIAI0T JUCK, OIIAYMBAIOT AD0OHEMEHT UJIU MPUOOPETAIOT KaKHUe-TO OIILIHUH.

Bce atu cpenctBa uayr Ha Mojjiep)KaHME U pa3BUTHE UIPhL, a TakKe Ha camy O€30MacCHOCTb:
COBEPUICHCTBYIOTCS CHCTEMbl aBTOPHU3ALMHU, BBIIYCKAIOTCSI HOBblE NaT4d (LUUQPPOBBIE 3aIlIaTKU IS
MIPOrpaMM), 3aKpbIBAIOTCS YI3BUMOCTHU CEPBEPOB.

B mogoOHBIX Urpax CTOUT OMAacaThCs HE CTOJIBKO CBOMX CONEPHUKOB, CKOJIBKO KpaKH TBOETO
1apoJisi, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOpU3alMU OOJIBIINHCTBA UTP.

OcCHOBHBIE COBETHI 10 OE30TIACHOCTH TBOETO UTPOBOTO aKKAyHTa!

1. Ecnu npyroil urpok BefeT cels IJIOX0 WM CO3/aeT Tebe HENPUSTHOCTH, 3a0JIOKUPYH €ro B
CIIMCKE UTPOKOB;

2. Iloxanyiics agMUHUCTpAaTOpaM HWIPbl HA IUIOXO€ IIOBEIEHUE OSTOr0 HWIPOKA, JKEIATEIbHO
MPUJIOKUTH KaKUE-TO J0Ka3aTeIbCTBA B BUJE CKPUHOB;

3. He ykassiBail tnuHyto nHdopmanuio B npodaiisie urpsi;

4. YBaxail Apyrux y4acTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeopuIManbHbIC MATYN U MO/IBI;

6. Ucrnonib3yii cllo)KHbBIE U pa3HbIe apoJiy;

7. [daxe BO BpeMs WIpbl HE CTOUT OTKJIIOYaTh aHTUBHpYC. [Ioka ThI urpaems, TBOM KOMIIBIOTEP
MOTYT 3apa3uTh.



OUINNHT W Kpazka JUIHBIX JaHHBbIX

OOBIYHOM KpaXKei NIeHET W JTOKYMEHTOB CETOJHS YK€ HUKOTO HE YJIUBHIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJOTUN 3JIOYMBIIUJICHHUKH TEPEMECTUIIUCh B HMHTEPHET, W MPOJOJDKAIOT 3aHUMAThCS
"mo0uMBIM" 1eTIOM.

Tak mosiBMIIaCh HOBasl yrpo3a: MHTEPHET-MOIICHHUYECTBA WX (DUILIMHT, TJaBHAS 1€ KOTOPOTO
COCTOMT B IIOJIyY€HUM KOH(DUICHIMAIbHBIX JaHHBIX IIOJb30BaTeNed - JIOrMHOB U mapojeil. Ha
aHrnuickoM s3bike phishing yntaercs kak ¢pumuHr (ot fishing - psiOHas noBis, password - MapoJsb).

OcHOBHBIE COBETHI 10 OOPHOE € HULTMHIOM:

1. Cnenu 3a cBouM akkayHToM. Ecim Thl mojo3peBaelnb, YTO TBOSI aHKeTa Oblja B3JIOMaHa, TO
HE00X0 MO 3a0JIOKMPOBATh €€ U COOOITUTH aIMUHUCTPATOPaM pecypca 00 3TOM KaK MOKHO CKOpEE;

2. Wcnonb3yii 6e3o0macHbie BEO-CalThl, B TOM YUCJIC, NHTEPHET-MAra3nHoOB U TTOMCKOBBIX CHCTEM;

3. Hcnosb3yil cloxHBIE W pa3Hble napoiau. Takum oOpa3oMm, eciau TeOs B3JIOMAaKT, TO
3JI0YMBIIIJIEHHUKHU TOJydaT JOCTYH TOJBKO K OJIHOMY TBOEMY NPO(UIIO B CETH, a HE KO BCEM;

4. Ecau T1eOs B3jIOMaNM, TO HEOOXOIUMMO MPEAYNPEIUTh BCEX CBOUX 3HAKOMBIX, KOTOpPbIE
no0aBiIeHBl Y T€OS B JPY3bsiX, O TOM, YTO TeOs B3JIOMAaid M, BO3MOXHO, OT TBOEro HMMEHH OyaeT
pacchUIaThCsl CaM U CChUIKH Ha (DPUIIIMHTOBBIE CANTHI;

5. YcranoBu HanexHbli naposib (PIN) Ha MoOUIBbHBIHN TenedoH;

6. OTKII0YM COXpaHEHUE mapoJisi B Opaysepe;

7. He oTkpeiBait (hailsibl U Ipyrue BIOKEHUS B TUChMAXx, JaKe €CJIM OHH IPHIILIN OT TBOUX APY3EH.
Jlydie yrouHu y HUX, OTIPABIISUIN JIM OHU TeOe 3TH (ailiibl.

Hudposas penyranust

udpoBas penyranmuss - 3TO HEraTMBHas WIM NO3UTHBHAs HHQoOpMalus B ceTu o Tele.
Kommnpomerupytomias nHpopManys, pa3MelieHHas B MHTEPHETE, MOXKET CEpbE3HbIM 00pa3oM OTPa3sUThCs
Ha TBOeW peanbHOU xu3HM. "Lludposas penmyranus" - 3TO TBOH MMHIXK, KOTOpbIM (opmupyercs u3
uHpopmanuu o Tede B UHTEPHETE.

TBoe MeCTO JKUTEeNbCTBa, Y4eObl, TBOE€ (UHAHCOBOE IIOJIOKEHUE, OCOOCHHOCTH XapakTepa H
pacckasbl 0 OJIN3KUX - BCE 3TO HAKAIUIUBAETCS B CETH.

MHorue noApoCTKH JIErKOMBICIIEHHO OTHOCSTCS K MyOJInKauuu JudHoi nHgopmanuu B UnTepHere,
HE MOHMMasi BO3MOJXKHBIX mNocieAcTBUil. Thl gake HE CMOXKEIIb J0TrajaThCsi O TOM, 4To (oTorpadus,
pa3MenieHHas 5 JIeT Ha3aj, cTaja IPUYMHOM OTKa3a NPUHATH TeOs Ha padoTy.

KommeHnTtapuu, pasmenienue TBoux ¢oTtorpaduii u apyrue ASHCTBHS MOTYT HE HCUE3HYTh Jaxe
[IOCJI€ TOTO, KaK Thl UX yAalullb. Thl HE 3Haellb, KTO COXpaHWUJ 3Ty HMH(pOpMaIMIO, MoMajia J1 OHA B
IIOMCKOBBIE CHCTEMBl U COXPAHWIACH JIU OHA, & [VIABHOE: YTO MOAYMAalOT O TeOe OKpYKAIOIIUE JIIOAHU,
KOTOpbIE HAMYT U YBUIAT 3T0. HaliTh nHpOpMAaII0 MHOTO JIET CITYCTSI CMOXKET JIF00OH - KaKk U3 T0OpbIX
MOOYKJIEHUH, TaK U ¢ HAMEPEHUEM IPUUUHUTH Bpe. ITO MOKET OBITh KTO YTOJHO.

OcCHOBHBIE COBETHI 10 3aUIUTE HUPPOBOM peryTaluu:

1. Ilogymaii, mpexJjie 4em 4To-TO IyOJIMKOBaTh U IepeaBaTh y ce0s B OJ0Te UM B COLMAIbHOM
CeTH;

2. B mnacrtpoiikax mnpodunas YCTaHOBM OrpaHHYEHHUS HA MPOCMOTP TBOEro MNpOoQMiIs U €ro
COJIEPKUMOTO, C/AeNIall ero TOJIBKO "IIs Apy3en';

3. He pa3memaii u He yka3biBail WH(OpMAIMIO, KOTOpas MOXKET KOTO-JTHO00 OCKOpOJISTH WIIH
00MXKaTh.

ABTOpCKOE IPaBo

CoBpeMeHHbIE IIKOJbHUKH - aKTUBHbBIE MOJIb30BaTENH LIU(PPOBOro mpocTpancTBa. OQHAKO JaJIeKO
HE BCE 3HAIOT, UTO MOJIb30BAaHNE MHOIUMH BO3MOKHOCTSIMH IIU(PPOBOro MUpa TpedyeT coOIItoIeHus paB
Ha MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTD.

TepmuH "HHTEIUIEKTYallbHass COOCTBEHHOCTh" OTHOCHUTCS K Pa3jIMUHBIM TBOPEHUSM YEJIOBEUYECKOTO
yMa, HaYMHasi C HOBbIX 300peTeHU U 3HaKOB, 0003HAYAIOIINX COOCTBEHHOCTh Ha MIPOIYKTHI U YCIIYTH, U
3aKaH4MBasi KHUTaMu, ¢pororpadusaMu, KHHOPHUIbBMaMU U MY3bIKaJIbHBIMU ITPOU3BEACHUSIMH.

ABTOpCKHE TpaBa - 3TO MpaBa Ha MHTEJUIEKTYaJlbHYIO COOCTBEHHOCTh Ha IMpPOW3BEIEHUS HAyKH,
JUTEpaTyppl W MCKycCTBAa. ABTOpPCKHME TIpaBa BBICTYNAIOT B KAauecTBE TapaHTUU TOIO, 4YTO
MHTEJJIEKTYaJIbHBIM/TBOPUECKUIT TpyJ aBTOpa He OyAeT HampacHbIM, JacT €My CIIpaBedJIuBbIe
BO3MOXHOCTH 3apaboTaTh Ha pe3ysbTaTax CBOEro TPYAd, MOJYyYUTh W3BECTHOCTh U Mpu3HaHue. Hukro



0e3 paspelleHuss aBTOpa HE MOKET BOCIIPOM3BOAUTH €r0 MPOU3BEIEHHUE, PACIPOCTPAHATH, IYyOIUYHO
JNEMOHCTPUPOBaTh, IpOJaBaTh, MMIIOPTUPOBAaTh, IMycKaTb B MPOKAT, MyOJWYHO HUCIOJHSATE,
MIOKa3bIBAaTh/UCIIOJIHATH B AdUpe WK paMeniats B IHTepHeTe.

Hcnonb3oBanue "muparckoro’ mporpaMMHOTO 00eCHedYeHUs] MOKET MPUBECTH K MHOTMM PHCKaM:
OT MOTEpU JAHHBIX K TBOMM aKKayHTaM /0 OJOKUPOBKM TBOEro YCTPOMCTBA, IJ€ YCTaHOBJIEHa
HeneranbHas nporpamma. He crout Takxke 3a0bIBaTh, YTO CYILECTBYIOT JIETallbHble M OecIlIaTHbIE
[IPOrpaMMbl, KOTOPbIE MOXHO HAalWTH B CETH.

O nopraJe

CereBHYOK.p( - TBOM I'JIaBHBII COBETUMK B CETU. 3/1€Ch Thl MOXKEIIb Y3HATh O OE30MaCHOCTH B CETH
MOHATHBIM U JIOCTYIHBIM SI3bIKOM, @ INpPU BO3HUKHOBEHUU KPUTHUYECKON CHUTyalluu OOpaTUThCS 3a
COBETOM. A TakKe MPUHATH y4aCTUE B KOHKYpPCaxX U CTaTh CaMbIM LU(POBBIM I'pakIaHUHOM !

IIpunoxenne N 3
HMAMSITKA JJIS1 POOAUTEJEN OF TH®OPMAIIMOHHOM BE3OIACHOCTH AETEN

Ompenenenue TepMuHa "MHPOpMANMOHHAsA 0€30MacCHOCTh AeTei" comepkutcs B DeaepanbHOM
3akoHe N 436-®3 "O 3ammre Aetei oT UHQOpPMaLUU, TPUYUHSIONIEH Bpe] UX 30POBbI0 U Pa3BUTHIO",
PETyIUPYIOIIUM OTHOIIEHHS, CBS3aHHBIC C 3alIMTON JeTeld oT WH(GOpMAIMH, TPUIHHSIONICH Bpen uX
310POBBIO U (WK) pa3BuTHio. COrIaCHO TaHHOMY 3aKOHY "MH(pOpMAaIIMOHHAs 0€30MaCHOCTh AeTei" - 3TO
COCTOSIHHE 3alIUIIEHHOCTH, TIPH KOTOPOM OTCYTCTBYET PHCK, CBSI3aHHBIN C MPHYUHEHUEM WH(pOpMannei
Bpe/a UX 370POBbIO U (WIH) (PU3NUIECKOMY, ICUXUUECKOMY, JYXOBHOMY, HPAaBCTBEHHOMY Pa3BUTHIO.

B cuny ®enepanbHoro 3akoHa N 436-O3 undopmaryeil, npuuuHSIONIEH Bpe 340pOBbI0 U (WIIN)
Pa3BUTHIO JIETEH, SIBIAETCS:

1. uapop™Manms, 3anpeieHHas i pacpoCTPaHEHUs CPEAH IETEH;

2. unpopmalys, pacupoCcTpaHEeHUe KOTOPOH OIpaHUYEHO CpeAU AETel ONpeeIeHHBIX BO3PAaCTHBIX
KaTeropui.

3. K undopmariuu, 3anpenieHHON Isl pacipOCTPAHECHHS CPEIU JETEH, OTHOCUTCS:

4. undopmanus, nodyxaarouias JeTed K COBEPIICHUIO ACWCTBHM, MPEACTaBISAIOIIUX Yrpo3y UX
KU3HU U (UM 310pOBbIO, B T.4. IPUUMHEHUIO Bpeia CBOEMY 3/I0pPOBbIO, CAMOYOUICTBY;

5. criocOOHOCTD BBI3BATh Y JIETEH XKeJlaHue yIOTPeOUTh HAPKOTUYECKUE CPEJCTBA, ICUXOTPOIHbBIE U
(M) OaypMaHUBAIONIME BEIIECTBA, Ta0auHble W3JCNHS, AIKOTOJIBHYI0 W CIHHPTOCOJACPIKAIIYIO
MPOIYKIMIO, TIMBO W HAIMTKH, U3TOTABIMBAEMbIC HA €r0 OCHOBE; NMPHUHSATH y4acTHE B a3apTHBIX WUIpax,
3aHUMAThCS IPOCTUTYLIUEH, OPOISHKHIYECTBOM HITH TIOMPOIIAfHIYECTBOM;

6. 00OCHOBBIBAIOIIAasl WM OIPAaBbIBAIOIIASl JOIMYCTUMOCTh HACHUJIMS U (WMJIM) KECTOKOCTH MO0
OoOYKJarolIasi OCYILECTBISATh HACHJIbCTBEHHBIE JICHCTBHUS 110 OTHOIICHUIO K JIFOJSM U KMBOTHBIM;

7. oTpHIIaroIIas ceMeiHbIe LIEHHOCTH U (POPMUPYIOIIas HEYBaKEHUE K POIUTENAM U (WIH) IpyTUM
YJIeHaM CEMbHU;

8. ompaB/pIBaroIIas IPOTUBOIIPABHOE MIOBE/ICHUE;

9. coneprkalasi HELIEH3ypHYIO OpaHb;

10. copepxaras nHGOPMAIKIO TOPHOTPAUUIECKOTO XapaKTepa.

K undopmanmu, pacnpocTpaHeHre KOTOPOW OrpaHUYEHO CPeaH JIeTeil OIpesielIeHHOro BO3pacTa,
OTHOCHUTCS:

1. uadopmanus, npeacrapisieMas: B BUJe U300pakeHUs WM OMMCAHUS )KECTOKOCTH, (PU3UUECKOTO U
(MJIM) ICUXUYECKOTO HACUIIMS, IPECTYIIEHUS WM MHOTO aHTHOOILECTBEHHOTO JIEHCTBUS;

2. BbI3bIBAIOIIAs y JIETEH CTpax, y»Kac WM MaHUKY, B T.4. IpEJCTaBisieMasl B BUJIE M300paKEHUs
WIM OINKCaHUS B YHIDKAIOIIEH 4YeJIIOBEYECKOE JIOCTOMHCTBO (OopMEe HEHACWIbCTBEHHON CMepTH,
3a00JieBaHMsl, CaMOYOUICTBA, HECYACTHOTO CIIy4yasi, aBapHM UJIM KaTacTpo@bl U (MJIM) UX MOCIEICTBUM;

3. mpencrapisiemMasi B BUI€ N300paKeHUS WM OTIMCAHMS TIOJIOBBIX OTHOIICHUN MEXKYy MYXYUHOH H
JKCHIITUHOM;

4. copeprkailias OpaHHbIE CJIOBA U BbIPaXKEHUsI, HE OTHOCSIIMECS K HELIEH3YpHOH OpaHu.

C yuerom »storo Bam mpemnaratorcs mnpaBuwia paboTel B cetu MHTepHeT ans pasnuyHbIX
BO3PACTHBIX KaTeropuid, COOJII0JIEHUE KOTOPBIX MMO3BOJIUT 00eCHeunTh NH(OOPMALIMOHHYIO 0€30MaCHOCTb
BalllUX JIETEH.



OO0umue npaBuia 1J1s1 poauTeien

1. He3aBucumo oT Bo3pacra peOCHKa HUCHONIB3YyHTE MPOrpaMMHOE OOecreueHHue, MOMOrarolee
¢uIbTpOBaTh MW KOHTPOJMPOBATH HH(POpPMAIMIO, HO HE IMOJaraiTech IOJHOCTbIO Ha Hero. Baiie
BHUMAaHUE K peOEHKY - IVIaBHBIA METO/] 3aILIUTHI.

2. Ecniu Bam peOeHOKk HMeeT aKKayHT Ha OJHOM Hu3 couuaibHbIX cepBucoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.11.), BHUMaTeJIbHO HU3y4YUTE, KaKyl0 HMH(POPMAIUIO MOMEHIAIOT €ro
YYaCTHUKH B CBOUX NMPpOQUIIAX U Oiorax, BKIo4as pororpaduu 1 BUIEO.

3. IlpoBepbTe, ¢ KakuMM JPYrMMH caliTaMH CBs3aH COLMaJIbHBIA cepBuc Bamlero peGeHka.
Crpannuku Bamero pebenka Moryr ObITh 0€30MacHbIMM, HO MOTYT U COJEp>KaTh CCBUIKM Ha
He)XKeJlaTeIbHbIE U ONAcHbIe CAlThl (Hampumep, MOPHOCAUT, WM CallT, HA KOTOPOM JPYr YIOMHHAET
HOMEp coToBOTO TenedoHa Bamero pedbenka nim Bam nomamauii agpec)

4. Ioowpsiire Bamux nereir cooOmare 000 BCEM CTPAaHHOM HJIM OTTAJIKUBAIOLIEM M HE CIHUIIKOM
OCTpO pearupyire, KOrja OHHM 3TO JeJaroT (M3-3a OraceHus NoTepsATh AOoCTyn K MHTepHeTy aetu He
TOBOPSAT POJUTENSIM O IIpodieMax, a TaKkKe MOTYT HauaTh MCIOJIb30BaTh IHTEpHET BHE IoMa U IIKOJIbI).

5. Byabte B Kypce cereBoii ku3HU Bamero pebenka. MuTepecyiitech, KT0 ux apy3bs B MHTEpHET
TaK e, KaKk UHTEPECYETECh PeaIbHBIMU JPY3bsIMHU.

Bospacr ot 7 10 8 1er

B Unrtepuere peGeHOK CTapaeTcs MOCETUTh T€ WM UHBIC CAaWThI, @ BO3SMOXKHO M 4YaThl, pa3peIIeHNe
Ha TOCEUIEHUE KOTOPbIX OH HE MOJIydyus Obl OT poauterneil. [loatomy poautensM oCOOEHHO MOJIE3HBI
OyAyT T€ OTYeTbl, KOTOpbIE MPEAOCTABISIOTCS MpOorpaMMaMH 10 OrPaHUYEHHIO MCIIOJIb30BAHUS
Wnrepuera, T.e. Pogurenbckuil KOHTPOJIb WK TO, YTO Bbl CMOXKETE YBUAETHh BO BpeMEHHBIX (Qailnax. B
pe3ynbpTate, y pebeHka He OyneT OILIyLIEHUS, YTO 3a HUM BEJIETCS MOCTOSHHBIA KOHTPOJIb, OIHAKO,
poauTeny OyAyT MO-NPEKHEMY 3HATh, Kakue CallThl mocemaer ux pedeHok. Jletm B JaHHOM Bo3pacTte
00J1a/1a10T CUJIHBIM YYBCTBOM CEMbH, OHU JOBEPUMBBI U HE COMHEBAIOTCS B aBTopurerax. OHU JHOOST
UTpaTh B CETEBBIC UTPBI U IYTEIIECTBOBATH 110 VIHTEpHETY, UCNOJB3YS AIEKTPOHHYIO NIOYTY, 3aXOUTh Ha
CalThl U 4aThbl, HE PEKOMEHIOBAHHBIE POIUTEISIMHU.

Cosetsl 110 Oe30macHocTH B cetn IHTEpHET M1 ereit 7 - 8 jer

1. Co3paiiTe CIMCOK JOMAIIHUX MpaBuII noceienus MuTepHera npu yuacTuu iereit u TpedyiTe ero
BBIIIOJIHEHUSI.

2. TpebOyiite or Bamero pebenka coOnoieHNs BPEMEHHBIX HOPM HaXO0KJIEHHUS 3a KOMIIBIOTEPOM.
[Tokaxute pedeHky, uto Bbl HabmonaeTe 3a HUM He MOTOMY uTO Bam 3TO Xouercs, a moToMy uto Bbl
0€eCIoOKOUTECH O €ro 6€30MaCHOCTH U BCEr/la TOTOBBI €My TOMOYb.

3. Komneiotep ¢ moakiatoueHueM K VHTepHeTy IOJKEH HaxOOuThCs B OOILIEH KOMHATE IMOJ
IIPUCMOTPOM POJUTENEH.

4. Vcnonb3yiiTe cieliialbHbIe JETCKUE TOMCKOBBIE MAILIUHBI.

5. HUcnonw3yiiTe cpencTtBa OJIOKMPOBAHHS HEKETATEIHHOTO KOHTEHTAa KakK JOMOJHEHUE K
cTa”zapTHOMY PouTenbckoMy KOHTPOJIIO.

6. Co3zpnaiite ceMeilHbI SJEKTPOHHBIN LMK, YTOOBI HE IO3BOJHUTH AETSIM HMETh COOCTBEHHbIE
azpeca.

7. bnokupyiiTe goctym K caiiTaM ¢ OCCIUIATHBIMH TOYTOBBIMH SIIIMKAMU C TOMOIIBIO
COOTBETCTBYIOILIETO MPOTPAMMHOI0 00ECIIEUEeHHUS.

8. Ilpuyuurte nereil coeToBaThcsi ¢ Bamu mnepen omyOiMKOBaHMEM KakoW-TuOo uHMOpManuu
CpEICTBaMU 3JIEKTPOHHOM MOYTHI, YaTOB, PETUCTPALIMOHHBIX (OPM U PO UIIEH.

9. Hayuute neteil He 3arpyxath (ailsibl, mporpaMMbl WJIM MY3bIKY 0€3 Balllero corjiacusi.

10. He paspemaiiTe AeTSIM HCTIOIB30BaTh CIY>KObI MTHOBEHHOTO OOMEHA COOOIICHUSIMH.

11. B "6enplil" civcok cailToB, pa3pelieHHbIX AJs MOCEIIEHNsI, BHOCUTE TOJIBKO CAaNUThl C XOpouIei
pernyTranue.

12. He 3a0bIBaiiTe GecenoBaTh ¢ JA€TbMU 00 UX ApYy3bsix B VIHTepHeTe, Kak eciau Obl pedb Iuia o
IPY3bAX B peAIbHOM )KU3HMU.

13. He nenaiire "taOy" M3 BOIPOCOB IMOJOBOM KM3HH, TaK Kak B VHTepHEeTe NeTHM MOTYT JIErKo
HATKHYTbCSI Ha MOPHOTpaduio WM CalThl "1 B3poCibIX".

14. Ilpuyuure Bamero peGeHka cooOmiath BaM O JIFOOBIX Yrpo3ax WJIM TPEBOrax, CBSA3aHHBIX C
Nutepuerom. OcraBaiiTeCh CIIOKOWHBIMHA M HANOMHHUTE JETSAM, YTO OHM B O€30TMACHOCTH, €CJIM CaMH



pacckaszainy BaM O cBOouX TpeBorax. IloxBamuTe MX M NHOCOBETYHTE MOJOWTH emie pa3 B IHOJOOHBIX
cllyqasix.

Bospacrt gereii ot 9 10 12 Jser

B nanHoM Bo3pacte eTH, KakK MpaBUIIO, Y>K€ HACIBIIIAHbI O TOM, Kakasi HH(opMalus CylecTBYyeT B
WNurtepuere. CoBeplIeHHO HOPMAJIbHO, YTO OHU XOTSAT 3TO YBHJAETh, MPOYECTh, YCHbIMATh. [Ipun 3TOM
HY>KHO IIOMHHUTb, YTO JOCTYI K HEXKEIaTeIbHbIM MaTepHUagaM MOKHO JIETKO 3a0JIOKUPOBATH MPH MOMOIIU
cpeacTs PonuTensCKkoro KOHTpOJIA.

CoBeTbl 10 0€3011acHOCTH It fAeTeii oT 9 mo 12 jer

1. Co3paiiTe ciMCOK JOMAIIHUX IIPABUII NOCelIeHus: IHTepHeT npu ydacTtuu JeTeil u Tpelyiite ero
BBITIOJIHEHUSI.

2. TpeOGyiite ot Bamiero pebenka coO0AeHUS HOPM HAXO0KICHUS 32 KOMITBIOTEPOM.

3. HabGmromaiite 3a peOEHKOM TIpU paboTe 32 KOMIIBIOTEPOM, MOKAKHUTE eMy, uTO Brl OeciokonTech
0 ero 0e30IacHOCTH U BCETJa TOTOBbI 0Ka3aTh EMY IIOMOIIIb.

4. KowmmpioTep ¢ moakiaodeHueM B HWHTEpHET MOJDKEH HaXOAWTHhCS B OOIMIEd KOMHATE IO
IIPUCMOTPOM POJUTENEH.

5. Hcnonw3yiiTe cpeacTtBa OJIOKMPOBAHHS HEXKEIATEIHHOTO KOHTEHTA KakK JOIMOJHEHUE K
cTa”zapTHOMY PouTenbckoMy KOHTPOJIIO.

6. He 3a0bIBaiiTe npuHUMAaTh HEMOCPEACTBEHHOE y4acTue B JKU3HU peOeHKa, OeceoBaTh ¢ IeThbMU
00 ux npy3bsx B aTepHere.

7. HacraupaiiTe, 4TOOBl J€THM HMKOTJA HE COIVIAIIAJMCh HA JIMYHBIE BCTPEUYH C JAPY3bsIMU IO
WNHtepHery.

8. [lo3BouistiiTe 1ETSAM 3aX0IUTh TOJIBKO Ha CailThl U3 "0enoro" crucka, KOTOPBIM co3/1aliTe BMECTE C
HUMU.

9. [Ipuyuute neteit HUKOTJa HE BbIAABATH JIMYHYIO HH(OPMALIMIO CPEACTBAMHU 3JIEKTPOHHOM MOYTHI,
4aToB, CUCTEM MIHOBEHHOT0 0OOMEHa COOOIEHUAMH, PErUCTPAMOHHBIX (OPM, JIMYHBIX NpOopUIIEeH U IpU
perucrpaiuu Ha KOHKypcel B IHTepHeTe.

10. Ilpuyunte aereit He 3arpyxaTh nmporpamMmbl 0e3 Bamiero paspemenus. O0bsiICHUTE UM, YTO OHU
MOTYT CIy4yailHO 3arpy3uTh BUPYCHI WM JPYroe HekelaTeabHOe MporpaMMHOE OOecrieueHue.

11. Co3zpnaiite Bamiemy peOeHKY OTpaHUUYEHHYIO YUETHYIO 3allMCh JUIsl pabOThI HA KOMIIBIOTEPE.

12. Ilpuyunute Bamero peGenka cooOuiath BaM O JIIOOBIX Yrpo3ax HJIM TPEBOTraX, CBSI3aHHBIX C
WNuTtepuerom. HanmomuuTe 1€TsM, 4TO OHU B O€30MACHOCTH, €CJIM CaMU PAcCKa3aJld BaM O CBOMX TPEBOTax
U OTIACEHUSIX.

13. PacckaxuTe ieTsam o nopHorpaduu B utepHuere.

14. HacrauBaiiTe Ha TOM, 4TOOBI JI€TH MPEIOCTABIISIM BaM JIOCTYI K CBOEH 3JIEKTPOHHOM IOYTE,
YTOOBI BBl YOSIMIIUCh, YTO OHHM HE OOIIAIOTCS ¢ HE3HAKOMIIAMHU.

15. OObsicHUTE [eTsAM, YTO HEJIb3d MCIOJb30BATh CETh ISl XYJIWTAHCTBA, PACIpPOCTPaHEHUS
CIUIETEH WJIH yrpo3.

Bospacrt gereii ot 13 g0 17 aer

B sToM BO3pacTe NoapOoCTKH aKTUBHO MCHOJIb3YIOT IOMCKOBBIE MALIUHbI, TIOJIB3YIOTCS 3JIEKTPOHHOMN
MIOYTOM, CiIy’)kOaMU MTHOBEHHOIO OOMEeHa COOOIIEHUSIMH, CKaUMBalOT MY3bIKY U (uiabMbl. ManbunkaMm B
3TOM BoO3pacTe OoJblle 10 HPaBy CMETAaTh BCE OIPaHUYEHMSI, OHU JKaXIYT IpyOOro oMopa, a3apTHBIX
Urp, KapTUHOK "mist B3pocibiX". JIeBOUKHM MPEANOYUTAIOT OOIIAaThCS B YaTax, MPU 3TOM OHU TOpasjio
0oJiee UyBCTBUTEIBHBI K CEKCYallbHBIM JJOMOTaTeabcTBaM B MHTEepHeTe.

3ayacTyro B JaHHOM BO3pacTe POJUTEISAM yXKE BECbMa CJIOKHO KOHTPOJIMPOBATH CBOUX JETEH, Tak
Kak 00 lHTepHeTe OHU yKe 3HAIOT 3HAYUTENbHO OOJibLIE CBOUX pojauTenei. Tem He MeHee, He
ormyckaiite nereil B '"cBoOonHoe miuaBanue" mo MurepHery. CrapaiiTech akTUBHO Y4acTBOBaTh B
oOuieHun pedbenka B Murephere.

BaxxHo no-npexxHeMy cTporo coo6aoaars npasuia VHTepHET-0€3011aCHOCTH - COTJIAIIEHHE MEX]y
poautensiMu U naerbMu. Kpome Toro, HeoOXOAMMO Kak MOXKHO 4Yalle IpOCMaTpUBAaTh OTYETHl O
nestenpHOCTH nered B MHtepHere. Cnemyer oOpaTuTh BHHMAaHUE Ha HEOOXOJUMOCTh COAEPIKAHUS
POIUTENbCKUX Maposeil (maposiel agMHUHHCTPATOPOB) B CTPOIOM CEKpeTe M OOpaTUTh BHUMaHHE Ha
CTPOTOCTh 3TUX MAPOJIEH.



CoBeTsl 110 06€30MmacHOCTH B 3TOM Bo3pacte ot 13 mo 17 et

1. Co3paiiTe cnMCcOK JOMalIHMX MpaBwil nHocenieHuss VHTepHeTa NpH y4yacTHMM MHOAPOCTKOB U
TpeOyiiTe Oe3yclioBHOrO ero BbIMONHEHHS. OOroBopuTe C PEeOCHKOM CIHCOK 3alpelIeHHBIX CaWTOB
("yepHblii cucok"), yacsl paboThl B IHTEpHETE, PyKOBOACTBO 110 0011I€HKIO B MIHTEpHETE (B TOM 4uCie B
gaTax).

2. KoMmnbroTep ¢ noaxiroueHneM K cetu MHTepHeT nomkeH HaxoAuThes B 00IIel KOMHaTe.

3. He 3a0b1BaiiTe 6eceoBaTh ¢ A€TbMU 00 UX ApYy3bax B VIHTepHETE, O TOM, YEM OHU 3aHSTHI TAKUM
oOpa3om, OyATO peub UAET O APY3bsX B peanbHOH ku3HU. CrHpamiuBaiiTe o JIOAAX, C KOTOPBIMHU J€TH
00IIal0TCS TIOCPEACTBOM CITY’KO MTHOBEHHOTO OOMEHa COOOIIEHUSAMH, YTOOBI YOCTUTHCS, YTO ITH JIIOIU
UM 3HAKOMBI.

4. Hcnonw3yiiTe cpernctBa OJOKUPOBAaHHSA HEXENATEIbHOTO KOHTEHTa KaK JOMNOJIHEHHE K
cTa”zapTHOMY PouTenbckoMy KOHTPOJIIO.

5. Heob6xonumo 3HaTh, KakUMM yaTamMu Mojb3ytoTcss Bamm neru. Iloomipsiite mcnosib3oBaHue
MOJIEpUPYEMBIX YaTOB U HaCTauBalTe, 4TOObI IETH HE 00IAINCh B IPUBATHOM PEXKUME.

6. HacrauBaiite Ha TOM, 4TOOBI JETHM HHUKOTJAa HE BCTPEYAJIUCH JIUYHO C JAPY3bSIMH U3 CETH
HNuTtepher.

7. llpuyuute neteil He BbAABaTh CBOIO JIMUHYIO MH(OPMALMIO CPEJICTBAMU 3JIEKTPOHHOW MOYTHI,
4aToB, CHCTEM MIHOBEHHOTO OOMEHa COOOIEHUSIMH, PETUCTPALMOHHBIX (POPM, JIMYHBIX TpOoduUIIeH U pu
perucrpaiuu Ha KOHKypcel B IHTepHeTe.

8. [Ipuyunte Aereit He 3arpyxarh nporpammel 0e3 Bamero paspemenus. OOBSICHUTE UM, YTO OHHU
MOTYT CIy4yailHO 3arpy3uTh BUPYChHI WIIH JPYroe HexKenaTeabHOe POrpaMMHOE 0OecrieueHHe.

9. Ilpuyunute Bamero pebenka cooOumaTh BaM O JIIOOBIX YIpo3ax WM TPEBOrax, CBA3aHHBIX C
WNuTtepuerom. HanmoMuuTe A€TAM, YTO OHU B O€30MaCHOCTH, €CIIM CAMH paccKa3alld BaM, O CBOUX yrpo3ax
wiu TpeBorax. [loxBanuTe UX U NOCOBETYITE MOJOUTHU €elle pa3 B MOJOOHBIX CIIydasx.

10. Pacckaxure nersm o nopHorpadpuu B HuTepHere. [lomorute MM 3alIUTUTBCA OT cliama.
Hayuute noapoctkoB He BblaBaTh B MIHTepHETE CBOEro peajibHOr0 AJIEKTPOHHOIO ajpeca, HE OTBeYaTh
Ha He)KeJlaTeJIbHbIe MMCbMa U UCTOJIb30BaTh ClIelMalbHbIe HOUYTOBbIE (DUIBTPHL

11. IlpuyunTe ceOs 3HAKOMUTHCS € CallTaMU, KOTOPbIE MOCEIIAI0T MOJPOCTKH.

12. HayuuTe neteil yBakaTh Ipyrux B HHTEpHETE. Y OeIUTECh, YTO OHU 3HAIOT O TOM, YTO IIPaBHJIa
XOPOLIEro MOBeIEHUs JEUCTBYIOT BE3/IE - JaXKE€ B BUPTYaIbHOM MHUPE.

13. OObscHUTE JETSIM, YTO HU B KOEM CiIy4ae HeNb3sl Hcroib3oBaTh CeTh A XYJIUTaHCTBA,
pacnpoCTpaHeHus CIUIETEH WIN Yrpo3 IPYTUM JIFOSM.

14. OOGcynure ¢ MOAPOCTKAMHM MPOOJIEMbl CETEBBIX a3apTHBIX MIP M HUX BO3MOXKHBIH PHCK.
Hanomuure, 4To A€TH HE MOTYT UTPaTh B 3TU UTPhI COTJIACHO 3aKOHY.

[TocTossHHO KOHTpOJIMpYiTEe Hcnoab30BaHue MHTepHeTa Bamum pebenkom! D10 HE HapylIeHUE €ro
JUYHOTO IIPOCTPAHCTBA, a Mepa MPEAOCTOPOKHOCTM M MNpOsBICHHE Bamedn poauTenbCKon
OTBETCTBEHHOCTH U 3a00TBHI.




